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Abstract

Within the �eld of 

health psychology, there 

has been an enormous 

increase in behaviour 

change interventions that 

use digital technology. 

Answering questions and 

providing tailored 

feedback based on the answers provided by 

participants is the key working mechanism when 

using computer-tailoring in behaviour change 

interventions. This behaviour change method has 

proven to be (cost-)effective and results in 

participants being exposed to material that is 

tailored to their social-cognitive pro�le. At the 

same time, answering questions to assess this 

pro�le increases participant burden, which might 

contribute to low levels of engagement and high 

attrition - two of the key challenges in digital 

health. 

This article provides insight into how routinely 

collected data and novel self-assessment methods 

can be used in computer-tailoring to measure 

psychological constructs and address these key 

challenges. The examples presented suggest that 

the development of novel proxy measures for 

measuring psychological constructs relevant to 

computer-tailoring is indeed possible. However, the 

extent to which measures are valid and actually do 

reduce participant burden and have other potential 

bene�ts is speculative and needs further 

investigation. The recommendations provided for 

future research and practice are hoped to serve as a 

stimulance for driving further momentum in this 

area.

Introduction

In the World Health Organization's Global 

Strategy on Digital Health, digital health is 

described as “the �eld of knowledge and practice 

associated with any aspect of adopting digital 

technologies to improve health, from inception to 

operation” (WHO, 2020). Within the �eld of health 

psychology, there has been an enormous increase 

in behaviour change interventions that use digital 

technology (Crutzen et al., 2018). To change 

behaviour, it is crucial to be aware of Lewin’s 

formula indicating that behaviour (B) is a function 

of a person (P) and his or her environment (E): 

B=ƒ(P,E) (Lewin, 1936). In other words, digital 

technology should not only be used to target 

behaviour directly, but should also take the person 

and the environment in which the behavior takes 

place into account. The �rst step in doing so, is by 

using opportunities provided by digital technology 

to measure all three elements of this formula.

Technological possibilities to measure behaviour 

(B) are improving constantly. For example, physical 

activity and sleeping are behaviours that can be 

measured unobtrusively by means of mobile phones 

and watches, and online behaviour can be easily 

tracked (e.g., how people navigate through the 

Internet and what content they pay attention to 

(Skinner et al., 2017)). There are also possibilities 
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with existing technologies in terms of capturing 

aspects of the environment (E). Mobile phones, for 

example, can track location. Measuring the person 

(P) is much more complicated, because we cannot 

directly measure people’s cognitions or other 

psychological constructs. For now, we have to rely 

on indirect measures, such as reaction times and 

answers to questions.

Answering questions and providing tailored 

feedback based on the answers provided by 

participants is the key working mechanism when 

using computer-tailoring in behaviour change 

interventions (De Vries & Brug, 1999; Hawkins et 

al., 2008). This behaviour change method has 

proven to be (cost-)effective and results in 

participants being exposed to material that is 

tailored to their social-cognitive pro�le (Krebs et 

al., 2010; Noar et al., 2007; Smit et al., 2013; 

Wolfenden et al., 2015). At the same time, 

answering questions to assess this pro�le increases 

participant burden, which might contribute to low 

levels of engagement and high attrition - key 

challenges in digital health (Kohl et al., 2013; 

Short et al., 2018). 

The topic of this article concerns novel 

possibilities for measuring psychological constructs 

related to the person. Whereas items in 

questionnaires are commonly used 

operationalisations that utilise natural language, 

other proxies might be more appropriate for 

linguistically diverse test takers. Moreover, these 

other proxies might reduce participant burden and 

as a result improve engagement and lower attrition, 

because it is not needed anymore to complete 

lengthy questionnaires. This may ultimately 

increase the impact of digital behaviour change 

interventions using computer-tailoring (Glasgow et 

al., 2006; Yardley et al., 2016). Therefore, the aim 

of this article is to provide insight into how 

routinely collected data and novel self-assessment 

methods can be used in computer-tailoring to 

measure psychological constructs and address key 

challenges in digital health (e.g., participant 

burden, engagement, attrition). 

Trends in assessment of 
psychological constructs in 
computer-tailored interventions 

Over 360 computer-tailoring studies have been 

conducted to date by researchers across health and 

computer sciences (Ghalibaf et al., 2019). 

Psychological constructs have been measured in 

approximately 60% of these studies, predominantly 

via questionnaires (91%), diaries or other written 

records (8%) (Ghalibaf et al., 2019). These 

psychological constructs can then also be used for 

tailoring purposes. 

Selection of tailoring variables covering 

psychological constructs has typically been based 

on underlying theories guiding the intervention 

development. The Transtheoretical Model 

(Prochaska & Velicer, 1997), Social Cognitive 

Theory (Bandura, 1986), the Health Belief Model 

(Rosenstock, 1974) and the Reasoned Action 

Approach (Fishbein & Ajzen, 2010) have been the 

most commonly used theories (Ghalibaf et al., 

2019). Resultantly, constructs like stage of change, 

self-ef�cacy, perceived bene�ts and barriers, and 

goals have been some of the most commonly used 

tailoring variables (Broekhuizen et al., 2012; see 

supplementary material). 

More recently, there has been increasing 

recognition of the need to expand the theoretical 

basis of behaviour change interventions to address 

a broader set of behaviour change determinants 

(e.g., habits, affect) (O’Carroll, 2020; Rhodes et al., 

2019), as well as determinants likely to impact on 

how people process intervention content (e.g., 

need for cognition) (Nikoloudakis et al., 2018; 

Smit, Linn, et al., 2015). In addition to this, there 

is growing criticism of the static nature of the 

theories cited above, with critics arguing they do 

not apply as well to behaviours that require on-
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going participation (e.g., physical activity and 

healthy eating) as they do for limited occurrence 

health behaviours (e.g., health screening; Dunton, 

2017). This has led to growing advocacy for 

considering application of these theories in the 

context of how determinants of behaviour may 

vary over-time and across situations (Chevance et 

al., 2020; Duckworth et al., 2016; Millar, 2017). 

While the types of tailoring variables that have 

been used in interventions have been generally 

well reported, detailed information about how 

tailoring variables have been measured (e.g., 

number and content of items, response scales, 

psychometric properties) has not been as 

transparent, or heavily scrutinized in the literature 

(compared to outcome assessments for example). 

Anecdotally, the use of shorter measures has 

become more common as interventionists have 

tried to provide iterative feedback over time 

(requiring multiple assessments), and have moved 

from print and web-based delivery modes to mobile 

phones. Completing long questionnaires on mobile 

phones presents usability issues, and fails to 

capitalise on the advantages of real-time 

assessments that mobile devices can provide. 

Regardless of the degree of iterativity and the 

delivery modes used, though, greater attention 

should be paid to measurement of psychological 

constructs in computer-tailored interventions. This 

concerns both commonly used approaches and 

novel possibilities. Without suf�cient information 

about the input used for tailoring, it is hard to 

gain more insight into whether tailoring output 

consists of relevant and well tailored messages.

Measurement as a fundamental 
issue

The latter touches upon a fundamental issue in 

psychology and related �elds, including health 

psychology, health communication and behavior 

change science, as measurement of psychological 

constructs suffers from severe problems. That is, 

validated questionnaires often violate conditions 

required for validity (Hussey & Hughes, 2020). 

Fried (2017), for example, shows how commonly 

used 'validated' depression scales measure different 

aspects of depression. Also, results from typical 

psychometric analyses are not informative 

regarding an instrument’s validity (Maul, 2017). For 

example, use of such analyses may fall short of 

providing rigorous, potentially falsifying tests of 

relevant hypotheses. Some of these underlying 

problems, speci�cally applied to explaining 

behaviour in behaviour change science, have been 

explained elsewhere in more detail (Peters & 

Crutzen, 2017). In short, most theories in 

psychology are lax when it comes to accuracy and 

precision of their de�nitions and 

operationalizations. This causes problems such as 

those identi�ed in the aptly named article “The 

confounded self-ef�cacy construct” (Williams & 

Rhodes, 2016) and in the article by Fried (2017) 

cited earlier: researchers use terms such as 

‘attitude’, ‘habit’, and ‘intrinsic motivation’ without 

having a suf�ciently accurate de�nition to 

accompany that label, let alone rigorous and 

comprehensively developed instructions for how to 

develop measurement instruments for those 

constructs.

On the one hand, this means that there is a 

fundamental issue that needs to be solved. On the 

other hand, psychology in general, and health 

psychology, health communication and behavior 

change science more speci�cally, is applied to 

target (health) problems that cannot wait for this. 

So, the science of behaviour change needs to move 

simultaneously ‘slow’ and ‘fast’ (cf. Armitage, 

2015). ‘Slow’ in the sense of working towards 

solutions to address underlying problems of 

measurement in psychology, such as unequivocal 

de�nition and measurement of psychological 

constructs without the need for central curation 

and oversight (Peters, 2020). ‘Fast’ in the sense 

that behavior change interventions will be 
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developed meanwhile, as there is a pressing need to 

reduce morbidity and mortality related to human 

behaviour (Ritchie & Roser, 2019). This article 

focuses on the latter; how can we reduce 

participant burden, and subsequently increase 

engagement and reduce attrition, in currently 

developed behavior change interventions. More 

speci�cally, how can we do this by using novel 

possibilities for measuring psychological 

constructs.

Novel possibilities for measuring 
psychological constructs in 
computer-tailored interventions 

If we look at possibilities to measure 

psychological constructs, then they can be 

presented in a variety of dimensions that re�ect an 

underlying continuity (Peters & Crutzen, 2017). 

Looking at the dimension of drivenness, for 

example, on the one hand of the spectrum there is 

the use of questionnaires to assess psychological 

constructs and provide feedback based on the pre-

speci�ed tailoring rules. These rules are expert-

driven (e.g., informed by theory or another 

rationale intervention developers have in mind), 

meaning that the rules are speci�ed in advance. In 

current practice, the participant burden of expert-

driven questionnaires is high because of the need 

to complete relatively long questionnaires. On the 

other hand of the spectrum there is, for example, 

the possibility to infer psychological constructs 

based on routinely collected data on online 

behaviour (e.g., Likes on Facebook; Kosinski et al., 

2014). With routinely collected data, inferences are 

made based on a data-driven approach. As a result, 

the participant burden is relatively low given that 

no active contribution from the participant is 

needed. In short, drivenness (expert-data), and 

participant burden (high-low) are two dimensions 

on which possibilities for measuring psychological 

constructs vary. In the following, we will describe 

the possibilities to reduce participant burden, both 

applying a data-driven approach using routinely 

collected data and applying an expert-driven 

approach using purposively sampled data, yet using 

novel methodologies to reduce the associated high 

participant burden.

Deriving information about 
psychological constructs using 
routinely collected data 

Devices and sensors are increasingly used in all 

aspects of everyday life and the amount of data 

that is generated and available for pro�ling users is 

staggering. The International Data Corporation 

estimated that there will be more than 59 

zettabytes of data created and captured in 2020, 

with current trends suggesting the amount of data 

will double every four years (IDC, 2020). 

Undeniably, it is already common practice to utilise 

this data for audience segmentation. Companies 

like Google and Facebook, for example, facilitate 

targeted advertising by tracking what articles 

people read, recent purchases they have made, and 

even the content of their private emails and 

messages. Implicit in this approach is that they can 

obtain proxy measures of the person in terms of 

interests, desires and needs, and thus increase 

advertising ef�cacy by targeting those most 

susceptible or likely to �nd the advertisement 

relevant (Bidargaddi et al., 2017). 

Analogous efforts to derive information about 

the person using routinely collected data are 

underway in psychiatry and personality psychology 

(Azucar et al., 2018; Bidargaddi et al., 2017). As 

with computer-tailoring, measurement of mental 

health symptoms and personality have traditionally 

been collected using questionnaires. For the �eld of 

psychiatry, utilising routinely collected data offers 

the potential to collect more temporally valid 
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assessments of mood and symptom severity, and 

thus potentially offer more timely and targeted 

interventions. For example, a pilot study that 

tracked patients with bipolar disorder over twelve 

months found that clinical symptoms were related 

to objective smartphone measurements. More 

speci�cally, cell tower movements and call logs, 

which were described as proxy measures for 

physical activity and social communication, 

respectively (Beiwinkel et al., 2016). For the �eld 

of personality psychology, assessments utilising 

routinely collected data may also have public 

health bene�ts (e.g., tailoring health interventions 

to increase adoption and user experience). 

Although this area of research is still relatively 

young, many studies have been conducted 

investigating associations between online social 

media behaviours (e.g., using digital footprints 

such as likes, language used, pictures) and 

personality. A recent meta-analysis of 16 studies 

suggested that the overall strength of association 

(i.e., meta-analytic correlations) between 

automatically collected social media data and the 

big �ve personality traits ranges from 0.29 

(agreeableness) to 0.40 (extraversion), which is in 

line with standard “correlational upper limits” for 

behaviour to predict personality (Azucar et al., 

2018). As the strength of the association was 

improved when multiple digital footprints were 

included versus the use of a single type of digital 

footprint, the authors were optimistic that 

precision would improve as the �eld progresses and 

access to large datasets evolves.

These examples raise the question of how 

routinely collected data could be used in the 

context of delivering computer-tailored behaviour 

change interventions. Given the widespread use of 

audience segmentation commercially, one obvious 

application could be the identi�cation of people 

who could bene�t from an intervention (e.g., those 

with low mood in case of a mental health 

intervention). Given the popularity of social media 

platforms, targeting interventions based on social 

media footprints could signi�cantly increase the 

reach of computer-tailored interventions, including 

reaching those who are not yet contemplating 

behavioural changes but may bene�t from doing so 

based on their digital footprint. It also seems 

possible that at least some constructs that are 

typically assessed in order to provide tailored 

information could be approximated from routinely 

collected data. For example, it may be possible to 

deduce exercise habits using a smartphone by 

combining automatically collected data on 

behaviour frequency (e.g., using accelerometry, gps 

or movements between cell towers) with data on 

contextual cues (e.g., location, time of day, 

interactions with speci�c people). Likewise, 

constructs like intentions, attitudes and need for 

cognition could possibly be assessed based on 

browser history, focusing not just on what people 

click on, but what they avoid or do not attend to. 

To illustrate, if people’s browser history shows web 

pages that mainly consist of (text accompanied 

with) pictures to take a relatively greater share 

than web pages with text only, this might be 

indicative of a lower rather than greater need for 

cognition (which might also be associated with, for 

example, educational level or age (Bruinsma & 

Crutzen, 2018)). This type of behavioural data 

might be particularly amenable to assessing aspects 

of psychological pro�les that are less re�ective in 

nature, such as implicit attitudes - a construct that 

is now usually measured by Implicit Association 

Tests (O’Shea & Wiers, 2020). While data collection 

is now relatively straight-forward, the intellectual 

challenge lies in considering how to model such 

high-de�nition data and derive meaningful 

summary statistics. In the context of developing 

proxy measures for computer-tailoring, this should 

be driven, at least in part, by speci�c scienti�c 

questions and hypotheses. This is equally true for 

purposively sampled data. 
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Deriving information about 
psychological constructs using 
purposively sampled data 

This section explores methods of purposively 

assessing tailoring variables that move beyond the 

traditional questionnaires by developing 

questionnaires that are individually tailored in 

terms of content and length (e.g., applying 

computer-adaptive testing (CAT) methodology) or 

move towards more interactive multimedia-based 

approaches that entirely replace questionnaires 

(e.g., the use of images and serious games [i.e., 

games designed for a primary purpose other than 

pure entertainment]). While tailoring rules based 

on purposively sampled data remain expert-driven, 

the associated participant burden is much lower; 

something we will further illustrate in the 

following section using the three examples 

mentioned.

To brie�y talk about developing individually 

tailored questionnaires �rst. When applying CAT, 

each questionnaire item is dynamically selected 

from a pool of items based on a measurement 

model (Smits et al., 2011). This results in a shorter 

questionnaire that is optimized for a speci�c 

individual and contains only items most likely to 

be relevant (e.g., most salient beliefs) for this 

particular person. This way, the questionnaire that 

serves as input for computer-tailored feedback 

becomes tailored in both length and content for 

each individual user. When applying CAT to mental 

health measurement, it was found that 

questionnaires can be reduced in length to one-

third of the initial number of items (Smits et al., 

2011). To the best of our knowledge, however, CAT 

has not yet been used in the context of computer-

tailoring.

Second, the interest in serious games as 

assessment tools has been steadily increasing over 

the last several years in the domains of education, 

health, government and industry (Kato & De Klerk, 

2017). This is owing to the perception that serious 

games can both promote user engagement (e.g., 

through interaction and multisensory 

environments) and provide more ecologically valid 

assessments, especially of skills and competencies 

(e.g., by measuring game behaviours that represent 

reactions, planning and prioritisation in real-time 

and “real like” environments) (De Klerk & Kato, 

2017). For example, the game CancerSpace presents 

players (i.e., healthcare professionals) with real-

world situations in which they must make care 

decisions similar to as they would in clinical 

practice. The game includes a number of 

interactions with patients in which the player must 

try to educate the patient and persuade him or her 

to undertake screening, thus providing insight into 

their knowledge, communication and problem 

solving skills (Swarz et al., 2010). A rising number 

of serious games have also been designed to both 

assess and train a person’s cognitive functioning. 

The product BrainTagger, for example, has been 

designed to screen for delirium in older emergency 

patients. Each game is linked to a standard 

psychological task and its associated cognitive 

function (e.g., response inhibition) (Zhang & 

Chignell, 2020). In a similar vein, games have also 

been used to deliver cognitive bias modi�cation 

training and assessment tasks online, with several 

already evaluated in the behaviour change �eld 

(Jayasinghe et al., 2020) and some commercial 

products widely available via app stores (Zhang et 

al., 2018). 

As with the use of routinely collected data for 

assessment, the expertise required for advancing 

purposively collected game-based data for 

assessments is advancing but is still under 

development. In the game CancerSpace for example, 

the player’s conversation choices are evaluated 

using pre-programmed decision trees (Swarz et al., 

2010). This is akin to the expert-driven rules used 

in traditional computer-tailoring interventions. 

Whereas in BrainTagger, machine learning is used 

to adjust cognitive assessment scores by comparing 
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differences in game parameters across tasks and 

individuals applying a data-driven approach. 

Establishing validity and the cost-bene�t of using 

these assessment methods are additional key 

challenges (see Discussion section). 

 A lower hanging fruit may be the adoption of 

game-based elements into more traditional forms of 

assessment. For example, the use of avatar 

selection may be an engaging way to examine user 

self-perceptions, both real and ideal. This method 

would also lend itself to tailoring to a user pro�le 

(i.e., considering how elements of the person 

cluster together). A simpli�ed example of how this 

approach could be utilised in a low cost way is 

highlighted in Text box 1. 

To inform avatar development in an evidence-

based way, or really, any pro�le-based tailoring 

method, person-based data collected from previous 

computer-tailoring studies could be examined for 

clusters. Identi�ed clusters could then form the 

basis for avatars. For example, cluster analysis with 

data from 753 smokers who participated in an 

effectiveness trial of a web-based, computer-

tailored smoking cessation programme based on 

smokers’ baseline scores for pros and cons of 

quitting and quitting self-ef�cacy showed that 

among smokers in the preparation stage of change 

(i.e. motivated to quit smoking within one month), 

four clusters could be identi�ed; Classic, 

Unprepared, Progressing and Disengaged Preparers 

(Smit et al., 2018). These clusters signi�cantly 

differed with respect to all clustering variables, 

their gender, cigarette dependence and educational 

level. Most importantly, results suggest that 

smoking cessation interventions tailored to the 

preparation stage of change, i.e. the set of 

cognitions usually present in preparers, are only 

appropriate for the subgroup we de�ned as Classic 

Preparers. The other clusters might need different 

interventions as they display a different cognitive 

pro�le. Similarly, in a computer-tailoring 

intervention targeting post-treatment breast cancer 

survivors (Short et al., 2017), over 400 participants 

completed baseline and follow-up measures of 

psychological constructs, demographics and health 

status information using standard questionnaire 

items. This data could be used to examine how 

these variables cluster together, and importantly if 

clusters are related to intervention responsiveness 

and unmet needs. If so, tailoring based on these 

clusters in a future iteration of the intervention 

could be advantageous. Importantly this would 

reduce the burden associated with developing 

hundreds of iterations of intervention messages 

and may reduce ‘tailoring waste’ - i.e., message 

permutations that are developed but rarely 

delivered, or do little to increase relevance of 

information. By allowing users to select an avatar 

that corresponds to an evidence-based cluster, the 

burden of assessment could also be greatly reduced. 

Avatar-based tailoring will necessitate examining 

the extent to which avatar self-identi�cation 

relates to current or ideal self-perceptions, and the 

extent to which this can be manipulated with 

intervention instructions. If both are achievable, 

avatars might have the added advantage of 

providing insights into discrepancies of self that 

the user would like to change (Klimmt et al., 2009; 

Meijer et al., 2020). Future research examining the 

utility of an avatar-based approach is therefore 

highly encouraged. 

A third approach that could be considered is the 

replacement of standard questionnaire items with 

visual representations. This method has already 

gained traction in personality assessment, owing 

predominantly to perceptions that this approach 

can enhance engagement, reduce test taker fatigue 

(by requiring less attention to process), and may 

result in shorter test batteries due to the ability of 

images to provoke stronger reactions than text 

(Leutner et al., 2017; Meissner & Rothermund, 

2015). There is some evidence to support these 

perceptions (e.g., Leutner et al., 2017), though as 

with all of the discussed methods validity still 

needs to be established. Research into the 

perceptions of these measures will also be needed. 
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It is possible that the measures discussed in this 

section may be perceived as less trustworthy or 

credible than standard questionnaire-based 

approaches. Based on models of user experience 

and engagement (Crutzen et al., 2011; Short et al., 

2015), this would lead to an increased likelihood of 

non usage of the intervention. On the �ip side, if 

the measures are experienced as fun, or 

assessments lead to a greater sense of novelty or 

being more deeply understood, greater engagement 

could be expected. 

Discussion 

This article provides insight into how routinely 

collected data and novel self-assessment methods 

may be used in computer-tailoring to address key 

challenges in digital health (e.g., high participant 

burden, low engagement, high attrition). The 

examples presented from the literature (e.g., Swarz 

et al., 2010; Zhang & Chignell, 2020), and from our 

own creative efforts suggest that the development 

of novel proxy measures for measuring 

psychological constructs relevant to computer-

tailoring is indeed possible. However, the extent to 

which these measures are valid and actually do 

reduce participant burden, increase engagement 

and have other potential bene�ts (e.g., facilitating 

pro�le-based tailoring) is speculative and needs 

further investigation. It also needs to be 

acknowledged that both scienti�c reasoning and 

creative efforts are needed to develop novel 

possibilities of measuring psychological constructs 

in computer-tailored interventions. Based on what 

has been achieved to date, and our own efforts in 

developing examples, it seems some psychological 

constructs (e.g., mood, personality) may be easier 

to capture and distinguish from other constructs 

than others (e.g., self-ef�cacy, social support). Our 

avatar example is one attempt to address this 

issue. The extent to which this approach actually 

does capture aspects of the person in a meaningful 

way that can be used for computer-tailoring also 

needs further investigation. It is hoped that this 

article serves as a stimulance for driving further 

momentum in this area. To this end, we next 

discuss some additional challenges to consider and 

describe recommendations for future research and 

practice. 

Challenges of using novel 
possibilities for measurement

One of the advantages of utilising standard self-

report questionnaires to measure psychological 

constructs for computer-tailoring is the simplicity 

of assessment. The background knowledge and 

skills to administer and interpret these standard 

assessments are also typically well aligned with the 

discipline expertise of those developing behaviour 

change interventions. Whereas, simplicity of 

collection and having the required expertise is less 

likely to be the case when drawing on routinely 

collected data and moving beyond standard self-

report questionnaires. 

When it concerns routinely collected data, �rst 

of all, data compilation can be complicated. 

Services and apps that collect data of interest are 

often owned and operated by businesses and 

therefore sit outside of mainstream health care and 

research. Second, where mainstream health data 

are available they are often in multiple silos. To 

fully capitalise on routinely collected data the 

ability to aggregate personal data sets from these 

sources will be necessary (Bidargaddi et al., 2017). 

Advanced technical and modelling expertise will 

also likely be needed. While the formation of multi-

disciplinary teams is generally considered a pro, 

especially in the context of solving complex 

problems, working in such teams presents new 

challenges (e.g., overcoming �eld speci�c jargon) 

and suf�cient time and willingness is needed to 

build a productive working relationship. Moreover, 

the ethical, legal, and social landscape varies, 

Short, Smit & Crutzen computer-tailored interventions



810   ehpvolume 22 issue 4 The European Health Psychologist

ehps.net/ehp

depending upon the domain (e.g., clinical, 

research, government) in which routinely collected 

data are used. The businesses that collect data and 

have expertise in person-based assessment may 

have lower ethical standards than what would be 

accepted in health and medical research and 

service delivery (Bidargaddi et al., 2017). For 

example, personal characteristics intuited from 

social media data (i.e., characteristics not explicitly 

disclosed by individuals) have already been used to 

target political propaganda prior to elections 

(Cadwalladr, 2017), and the availability of 

strategies for identifying individuals based on 

vulnerable emotional states has already been 

communicated to advertisers (Levin, 2017). While 

the prospect of being able to target individuals 

who may bene�t from a behaviour change 

intervention is exciting and could expand the reach 

of public health initiatives, the dangers associated 

with misuse should be carefully considered and 

managed. Therefore, across all domains, 

development and implementation of guidelines and 

best practices is helpful and we will elaborate upon 

this in the next section (using ethical guidelines 

for COVID-19 tracing apps as an example). 

Similarly, the expertise that is required to 

purposively collect - and subsequently interpret - 

data through, for instance, game-based assessment 

methods (e.g., the avatar example we provided), is 

still under development. While current applications 

make use of both expert-driven decision trees 

(Swarz et al., 2010) and user-driven machine 

learning (Zhang & Chignell, 2020), the validity of 

these approaches may be compromised by 

engagement mechanics that are irrelevant to 

assessing the construct and thereby introduce 

additional error or noise (Kato & De Klerk, 2017). 

This has been proposed as a possible reason as to 

why gami�ed cognitive bias modi�cation tasks 

have mixed �ndings (Boendermaker et al., 2016). 

Moreover, the development of game-based 

assessment methods as part of more traditional 

forms of assessment is also likely to bring about 

relatively high costs, which makes these novel 

assessment forms unlikely to be cost-effectiveness 

unless they are much more effective in reducing 

participant burden, increasing engagement, 

reducing attrition and as such ultimately 

increasing the effectiveness of computer-tailored 

health interventions, than the traditional 

assessment methods currently employed. With this 

issue of cost-effectiveness, however, come the 

challenges of de�ning the best outcome measure 

that can compare interventions across health 

behaviours, but is also sensitive to behaviour-

speci�c changes resulting from the intervention, 

and of determining what increase in effects is 

required to justify the investments needed (Smit, 

De Vries, et al., 2015). This raises questions about 

whether metrics related to participant burden and 

intervention engagement and attrition would be 

suf�ciently informative for the policy makers that 

are responsible for allocating limited funds and 

willingness to pay for each unit of effect when it 

concerns reducing participant burden, increasing 

engagement and/or decreasing attrition.

Recommendations for future 
research and practice

Whereas the examples presented in this article 

do suggest that routinely collected data and novel 

self-assessment methods may be useful for 

assessing psychological constructs relevant to 

computer-tailoring, the extent to which these 

measures are valid and actually do reduce 

participant burden, increase engagement, reduce 

attrition and have other potential bene�ts (e.g., 

facilitating pro�le-based tailoring) is speculative 

and needs further investigation. One of the most 

obvious steps to take is to compare the proposed 

assessment methods with traditional methods (e.g., 

a self-administered questionnaire). Whether such 

comparative attempts are, however, truly valuable 

is a concern the scienti�c community should be 
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re�ective about, as - as indicated before - even 

commonly-used questionnaires that would serve as 

comparison often violate conditions required for 

validity (Hussey & Hughes, 2020) and results from 

typical psychometric analyses may not be 

informative regarding an instrument’s validity 

(Maul, 2017). 

At the same time, however, there is the need to 

move ‘fast’ in the sense that digital behavior 

change interventions need to be developed with a 

reduced participant burden, increased engagement 

rates, reduced attrition and a wider reach, as there 

is a pressing need to reduce morbidity and 

mortality related to human behaviour (Ritchie & 

Roser, 2019). To establish whether the routinely 

collected data and novel self-assessment methods 

described in this article are able to respond to this 

need, future research efforts are required that focus 

on participants’ perceived burden of completing the 

different measures and their engagement with the 

interventions that these measures are a part of. To 

illustrate this based on our avatar example, two 

versions of a computer-tailored intervention aimed 

at increasing physical activity may be created; one 

that includes the novel assessment method of self-

ef�cacy and social support using the avatar and 

one that includes traditional questionnaire items 

pertaining to these two psychological constructs. 

Then, different approaches to research can be 

taken. For example, one may explore the time 

required to complete the different assessments and 

study participants’ subjective experience regarding 

completion of the two assessments (e.g. in terms of 

perceived pleasantness and cognitive burden). 

Another example would be to assess intervention 

engagement after completion of various assessment 

methods. In both examples, speci�c attention 

could be paid to the linguistically diversity among 

test takers to provide evidence for the applicability 

of novel assessment methods across a broad range 

of possible intervention participants.

When it comes to recommendations for practice, 

one of the most pressing ones is the development 

and implementation of guidelines and best 

practices. A recent example are ethical guidelines 

for COVID-19 tracing apps (Morley et al., 2020). To 

be ethical, a contact-tracing app must abide by 

four principles: it must be necessary, proportional, 

scienti�cally valid and time-bound. These 

principles are derived from the European 

Convention on Human Rights, the International 

Covenant on Civil and Political Rights (ICCPR) and 

the United Nations Siracusa Principles, which 

specify the provisions in the ICCPR that limit how 

it can be applied. However, there are many ways in 

which an app can meet these principles. To address 

this gap, Morley et al. have synthesized 16 

questions that designers, deployers and evaluators 

should answer. These questions are based on the 

principles mentioned above, but also how they 

translate into requirements (e.g., is it voluntary? 

does it require consent? is the purpose limited?). 

Transparency and informed consent are related to 

each other. When asking consent from participants 

in computer-tailoring, it should be explained that 

the intervention content provided to them (i.e. 

decision-making regarding content) depends on, 

for example, certain demographics and/or their 

social-cognitive pro�le (i.e. the logic behind it). In 

other words, the logic behind the decision-making 

should be explained (Crutzen et al., 2019). This 

raises questions about how to explain algorithm-

based decisions to participants. We refer to Brkan 

(2018) for ways how to reconcile the potential 

recognition of the right to explanation with the 

transparency requirement. An important issue with 

data-driven approaches is that it can lead to new 

forms of discrimination in decision-making (e.g., 

based on gender or ethnicity). Such discriminatory 

consequences, however, can be mainly attributed to 

human bias and legal shortcomings. Therefore, 

suggested solutions include comprehensive 

auditing strategies, implementation of data 

protection legislation and transparency enhancing 

strategies (Favaretto et al., 2019). 
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Conclusion 

Routinely collected data and novel self-

assessment methods may be used in computer-

tailoring to address key challenges in digital health 

(e.g., high participant burden, low engagement, 

high attrition), yet their application does not come 

without challenges. We have described how the 

proposed possibilities to measure psychological 

constructs may be used, as illustrated by concrete 

examples. The discussion of the challenges one may 

encounter when doing so and the recommendations 

for future research and practice are hoped to serve 

as a stimulance for driving further momentum in 

this area.
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